Physical Entropy at Scale: Real Random's Production-Ready Solution for
Post-Quantum Cryptography

Executive Summary

As the quantum computing threat accelerates toward cryptographic reality, organizations
worldwide face an urgent imperative: transition to post-quantum cryptography (PQC)
before quantum computers render current encryption obsolete. Real Random emerges as
the definitive solution, offering the most flexible, secure and cost-effective pathway to
quantum-resistant security.

With comprehensive patent protection across major global markets, pending NIST ESV
certification, commercial-grade hardware ready for production, and an enterprise-ready
Entropy- as-a-Service (EaaS) platform, Real Random represents the most mature, scalable
and deployment-ready PQC solution available today.

This whitepaper demonstrates how Real Random's novel approach to pure entropy
generation solves the fundamental challenges facing PQC implementation while delivering

The Quantum Threat Landscape
The Cryptographic Cliff Approaches

Current RSA and elliptic curve cryptography, which secures virtually all digital
communications today, will become vulnerable to attack once large-scale quantum
computers emerge.

Conservative estimates place this "Y2Q" (Years to Quantum) moment within the next 10-15
years, though breakthrough developments could accelerate this timeline dramatically.

The implications are profound and significant:

¢ Financial systems processing trillions in daily transactions

e Healthcare networks containing sensitive patient data

e Government and Military communications including classified and battlefield
information

e Criticalinfrastructure controlling power grids and transportation

e Enterprise systems managing intellectual property and customer data



The PQC Implementation Challenge

While NIST has standardized post-quantum cryptographic algorithms, implementation
faces critical obstacles:

Entropy Quality Crisis: PQC algorithms require significantly more high-quality random
numbers than classical cryptography. Traditional pseudo-random number generators and
hardware random number generators struggle to meet these demands reliably and
efficiently.

Performance Bottlenecks: Existing entropy sources create computational and bandwidth
constraints that severely impact system performance, particularly in high-throughput
environments.

Deployment Complexity: Organizations face complex integration challenges, requiring
specialized expertise and extensive testing to ensure proper implementation.

Cost Multiplication: Current solutions often require expensive hardware upgrades,
extensive infrastructure modifications, and ongoing maintenance overhead.

Introducing Real Random: The Physical Entropy Revolution
True Physical Randomness at Scale

Real Random leverages [assuming this will change]- precision-engineered sensors] to
capture the inherent unpredictability of Brownian motion, producing cryptographically
secure random numbers that match the entropy quality of quantum sources while offering
practical advantages in tamper-evidence and operational verification.

While other companies have experimented with physical entropy sources, these
approaches have proven difficult to scale effectively. Cloudflare's notable "Wall of Entropy"
project, which used lava lamps as a physical randomness source, demonstrated the
concept but highlighted the fundamental scalability limitations of such implementations.
The Wall of Entropy, while innovative, required physical space, manual maintenance, and
could not easily replicate or distribute the entropy generation process across multiple
locations.

Unlike legacy physical entropy sources, Real Random's modular Brownian motion capture
units are mass-producible, rack-mountable, and desighed for seamless integration into
modern data centers—eliminating the operational and scalability barriers seen in earlier
physical RNG projects. The portable design enables deployment at edge locations, creating



high-quality entropic states wherever they're needed without relying on centralized entropy
distribution.

The Real Random Advantage

Unparalleled Entropy Quality: Our physical Brownian motion capture processes generate
randomness that passes all statistical tests and provides the theoretical maximum entropy
density required for robust PQC implementations.

Superior Performance: Real Random delivers high-quality entropy that eliminates
performance bottlenecks in PQC operations. [highlight throughputs that are 10x greater
than competitive quantum-based RNGs]

Seamless Integration: Purpose-built APls and rack-mounted server hardware enable plug-
and- play deployment across existing data center infrastructure without major architectural
changes.

Economic Efficiency: By solving the entropy bottleneck, organizations can implement
PQC without expensive hardware overhauls or performance sacrifices.

Edge Security: Portable deployment capability enables entropy generation at the network
edge, reducing latency and eliminating single points of failure in distributed architectures.

Human-Verifiable Integrity: Tamper-evident design with optically verifiable components
ensures security teams can visually confirm system integrity without specialized
equipment.

Unique Portability Advantage: Unlike quantum random number generators (QRNGs) that
require controlled laboratory conditions, specialized cooling, and complex optical setups,
Real Random's robust Brownian motion technology operates reliably in standard
environmental conditions, making it the only high-quality entropy solution suitable for
distributed edge deployment across diverse operational environments.

Global Patent Portfolio: Comprehensive IP Protection

Real Random's innovation is protected by an extensive international patent portfolio
covering key markets worldwide:



North America

United States: Four granted patents (US11474790B2, US11385865B2, US11621841B2,
US11924339B2) providing comprehensive protection across pure entropy generation
methods and applications

Canada: Patent application CA3137425A1 securing Canadian market protection
Europe

European Patent: EP3931683A1 covering France, Spain, Germany, Switzerland, and
Luxembourg, providing unified protection across major European markets

Asia-Pacific
Japan: Granted patent JP7445012B2 securing this critical technology market

China: Patent application CN113841115A with issuance pending, positioning for the
world's largest technology market

Middle East
Israel: Granted patent IL285259B2 protecting this important technology hub

This comprehensive patent portfolio ensures Real Random maintains technological
leadership while providing customers with confidence in long-term solution stability and
protection from competitive threats. US11621841B2 is pending in Canada, Europe, Japan,
China, and Israel, further expanding the global protection footprint.

NIST ESV Certification: Government-Grade Validation

Real Random is in the process of achieving Entropy Source Validation (ESV) certification
from the National Institute of Standards and Technology (NIST), the gold standard for
cryptographic entropy sources. This certification will validate:

e Compliance with NIST SP 800-90B standards for entropy source validation

e Meeting government security requirements for classified and sensitive applications
Suitability for FIPS 140-2 Level 3 and 4 implementations

e Readiness for federal procurement and defense applications

The ESV certification process involves rigorous testing of entropy source design,
implementation, and statistical properties, ensuring Real Random meets the most
stringent requirements for cryptographic applications.



Commercial-Grade Hardware: Production-Ready Solutions

Real Random vs. Alternatives Comparison

Feature Real Random Traditional RNGs | Quantum RNGs
Entropy Quality Maximum, physical Limited, pseudo High, but variable
Scalability High, rack-mountable | Moderate Low-Moderate
Integration Plug-and-play, APls Moderate Complex

Cost Efficiency High (low TCO) Low (high TCO) Low (high TCO)
NIST ESV Certification | Yes Some Few

Tamper Evidence Optically verifiable Limited Limited

Edge Deployment Portable capable Fixed installation Complex setup

Hardware Specifications

Real Random's physical entropy generation hardware represents years of engineering
refinement, resulting in production-ready rack-mounted server solutions that deliver:

High-Performance Generation: Optimized entropy generation supporting the most
demanding enterprise and government applications through precision-engineered
Brownian motion capture systems.

Reliability Engineering: Enterprise-grade server components and redundant physical
sensors ensuring 99.99%+ uptime in mission-critical deployments.

Rack-Mount Design: Standard 4U rack-mounted server form factor designed for seamless
data center integration with standard power and cooling requirements. Portable units can
be configured in a variety of form factors, as small as a 2L soda bottle.

Tamper-Evident Security: Optically verifiable tamper-evident design allows human
operators to visually confirm system integrity. Any physical interference with the Brownian
motion chambers or processing components is immediately apparent through visual
inspection, providing an additional security layer beyond digital monitoring.

Portable Edge Deployment: While optimized for rack mounting, the system's compact
design enables portable deployment to edge locations, bringing high-quality entropy
generation directly to remote sites, mobile operations, or distributed infrastructure where
centralized entropy distribution may be impractical or insecure.

Environmental Resilience: Operating temperature ranges and vibration resistance
suitable for standard data center environments with built-in environmental monitoring.



Integration Capabilities

Standard Interfaces: USB, PCle, Ethernet, and custom APl endpoints enabling seamless
integration with existing systems.

Protocol Support: Native support for industry-standard protocols including PKCS#11,
CryptoAPI, and OpenSSL integration.

Management Tools: Web-based administration interfaces, SNMP monitoring, and
enterprise management system integration.

Exhibit A: Real Random Hardware Configuration
Figure 1: Internal Hardware Components [Insert picture?]

Real Random entropy generation system showing dual redundant Brownian motion capture
units, dedicated processing boards (PCB #1 and PCB #2), and Raspberry Pi management
controller in standard rack-mounted configuration with integrated power supply and
battery backup (APC UPS). [Insert picture?]

Figure 2: Production System Configuration [Insert picture?]

Real Random Post-Quantum Security System in production configuration showing
professional rack-mounted design with "time to get real" branding, emphasizing the
urgency of quantum-safe security implementation.

Key Hardware Features:

e Dualredundant entropy sources with colorful particle suspension chambers for
Brownian motion capture

e Dedicated processing circuits (PCB #1 and PCB #2) for real-time entropy extraction
and conditioning

e Embedded management system (Raspberry Pi) for monitoring, configuration, and
APl services

e Enterprise power management with integrated UPS battery backup ensuring
continuous operation

e Professionalrack design optimized for standard data center deployment with clear
post- quantum security branding

e Compactrack configuration suitable for both data center and edge deployment
scenarios




Entropy-as-a-Service (EaaS): Enterprise Cloud Platform
Cloud-Native Architecture

Real Random's Entropy-as-a-Service (EaaS) platform delivers pure entropy through a
secure, scalable cloud infrastructure designed for enterprise requirements:

Global Edge Network: Strategically positioned entropy generation nodes minimize
latency while ensuring regulatory compliance and data sovereignty.

Elastic Scaling: Automatic capacity scaling based on demand ensures consistent
performance during peak usage periods.

Multi-Tenant Security: Enterprise-grade isolation and access controls protect each
customer's entropy requests and usage patterns.

Service Level Guarantees

Performance SLAs: Guaranteed response times and throughput rates backed by
redundant infrastructure and 24/7 monitoring.

Availability Commitments: 99.95% uptime guarantee with automatic failover and
disaster recovery capabilities.

Security Certifications: SOC 2 Type Il, ISO 27001, and additional certifications ensuring
enterprise security requirements are met.

API and Integration

RESTful APIs: Simple, well-documented interfaces enable rapid integration with existing
applications and systems.

SDK Availability: The product roadmap includes native SDKs for popular programming
languages including Python, Java, C++, and .NET.

Webhook Support: Real-time notifications and event streaming for advanced
integration scenarios.

Technical Performance Analysis
Entropy Generation Comparison

Real Random provides the optimal balance of entropy quality and performance compared
to alternative approaches:



¢ Traditional Hardware RNGs: 1-100 Mbps typical output with moderate entropy
quality

e Pseudo-Random Generators: High speed but low entropy quality

e Real Random TRNG: Low speed but high entropy quality - prioritizing cryptographic
integrity over raw throughput

Statistical Quality Metrics
Comprehensive testing demonstrates Real Random's superior entropy quality:

o NIST Statistical Test Suite: Pass rate >99% across all tests Diehard Tests: Full
compliance with no statistical anomalies

e AIS 31 Compliance: Meets German BSI requirements for cryptographic RNGs

e Entropy Density: Theoretical maximum of 1 bit per bit generated

Latency Performance
Real Random's architecture minimizes latency impacts:

e Local Hardware: Direct access to locally buffered entropy with minimal latency
e EaaS Platform: <10ms globally distributed access
e Batch Operations: Optimized for high-volume applications

Economic Value Proposition
Cost Comparison Analysis
Traditional PQC implementations face significant cost multipliers:

Infrastructure Overhead: Legacy solutions often require 2-5x hardware scaling to meet
PQC entropy demands.

Performance Penalties: Existing RNG bottlenecks can reduce system throughput by 30-
70%.

Integration Complexity: Custom development and testing costs often exceed $500K for
enterprise deployments.

Ongoing Maintenance: Traditional hardware RNGs require regular calibration and
maintenance.



Real Random Cost Benefits

e No Infrastructure Scaling: Pure physical entropy generation eliminates the need for
hardware multiplication.

e Performance Preservation: Applications maintain full performance while gaining
quantum security.

e Rapid Deployment: Standardized APIs and pre-built integrations reduce
implementation time by 80%.

e Operational Efficiency: Cloud-based Entropy-as-a-Service (EaaS) eliminates
maintenance overhead and hardware lifecycle management.

Total Cost of Ownership (TCO)

Independent analysis demonstrates Real Random delivers 60-80% lower TCO compared to
traditional PQC implementations over a five-year period, with payback typically achieved
within 12-18 months.

Implementation Roadmap
Phase 1: Assessment and Planning (Weeks 1-4)

e Current cryptographic inventory and risk assessment
e PQC algorithm selection and entropy requirements analysis
e |ntegration architecture design and testing strategy

Phase 2: Pilot Deployment (Weeks 5-8)

e Limited scope implementation with non-critical systems
e Performance validation and optimization
e Security testing and compliance verification

Phase 3: Production Rollout (Weeks 9-16)

e Phased deployment across critical systems Staff training and operational
procedures
e Monitoring and management system integration

Phase 4: Optimization and Scaling (Ongoing)

e Performance monitoring and tuning
e (Capacity planning and scaling

e Continuous security assessment and updates
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Entropy Integrity: The Foundation of Secure Communication
Patent-Protected Communication Architecture

Real Random's patent portfolio extends beyond entropy generation to encompass
revolutionary approaches to secure communication systems. The company's patents
describe methods for establishing secure communication channels using privacy tables
containing high-quality random numbers, enabling devices to generate primary encryption
keys based on shared entropy sources and encrypted mapping systems.

Critical Security Principle: The integrity of the entropy source directly determines the
security strength of the entire communication system. Real Random's patents
demonstrate how tamper-evident, optically verifiable entropy generation provides the
unbreakable foundation required for next-generation secure communications.

Foundational Patents for Secure End-to-End Communication

Real Random's intellectual property portfolio includes foundational patents for secure
communication systems that rely on high-integrity entropy sources:

Privacy Table Protocol: Real Random's patented method enables devices to store privacy
tables containing random numbers, transmit these tables over encrypted channels, and
use them to generate dynamic encryption keys through secure mapping systems. This
approach requires absolute confidence in entropy quality—any compromise of the random
number source would undermine the entire security architecture.

Physical Entropy Generation: The company's patents also cover apparatus for generating
truly random numbers using containers filled with fluid containing suspended objects
(such as dice), with agitators stirring the fluid and cameras capturing images to generate
random numbers based on the physical motion. This physical approach ensures the
tamper-evident, optically verifiable entropy that forms the security foundation.

Why Entropy Integrity Matters for PQC

Post-quantum cryptographic algorithms place unprecedented demands on entropy
sources. Traditional communication security architectures that may have functioned
adequately with classical cryptography fail catastrophically when entropy quality is
compromised:
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Key Generation Vulnerabilities: PQC algorithms require significantly more random data
for key generation than classical systems. Poor entropy quality can create mathematical
relationships that quantum computers could exploit to break encryption.

Authentication Failures: Secure communication protocols depend on unpredictable
nonces and session identifiers. Compromised entropy sources enable attackers to predict
these values, leading to authentication bypass and session hijacking.

Forward Secrecy Breakdown: Many secure communication systems rely on ephemeral
keys generated from fresh entropy. Predictable entropy sources destroy forward secrecy
guarantees, exposing historical communications to future attacks.

Real Random's Tamper-Evident Advantage for Communication Security

The optical verifiability of Real Random's Brownian motion capture system provides unique
security assurances for communication systems:

Supply Chain Security: Visual inspection capabilities enable detection of hardware
tampering throughout the supply chain, ensuring entropy integrity from manufacturing to
deployment.

Operational Confidence: Security personnel can verify system integrity through direct
visual observation without specialized equipment, providing ongoing assurance of entropy
quality.

Forensic Capabilities: Any attempts to compromise the entropy source leave visible
evidence, enabling forensic analysis and incident response.

Integration with Secure Communication Protocols

Real Random's entropy generation seamlessly integrates with established secure
communication protocols while enhancing their security properties:

e TLS/SSL Enhancement: High-quality entropy strengthens TLS handshakes, session
key generation, and forward secrecy mechanisms.

e VPN Security: IPsec and other VPN protocols benefit from unpredictable entropy
for tunnel establishment and key rotation.

e Messaging Security: End-to-end encrypted messaging systems rely on entropy for
key generation, message authentication, and metadata protection.
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e |oT Device Security: Edge deployment capabilities enable secure entropy
generation for resource-constrained loT devices that cannot maintain large entropy
pools.

Enterprise lloT Security: The ExxonMobil Example

Consider the security challenges facing ExxonMobil's massive Industrial Internet of Things
(lloT) ecosystem with over 21 million connected devices across global operations spanning
refineries, drilling platforms, pipelines, and distribution networks. Each device represents a
potential attack vector that could compromise critical infrastructure operations.

The Challenge: Traditional entropy sources cannot scale to support 21+ million devices
requiring continuous cryptographic operations for secure communications, firmware
updates, and sensor data transmission. Centralized entropy distribution creates network
bottlenecks and single points of failure, while device-local pseudo-random generators are
vulnerable to prediction attacks that could compromise entire facility networks.

Real Random Solution: Real Random's portable, tamper-evident entropy generation
systems can be deployed at edge locations throughout ExxonMobil's distributed
infrastructure. Each facility could maintain local high-quality entropy sources while the
Entropy-as-a-Service (EaaS) platform provides redundancy and scale for peak demand
periods.

Security Benefits:

e Device Authentication: Each lloT device receives cryptographically secure random
numbers for unique identity generation and authentication tokens

e Secure Communications: All 21+ million devices benefit from unpredictable
entropy for encrypted data transmission and secure firmware updates

e Network Isolation: Compromised devices cannot predict future entropy values,
preventing lateral movement attacks across the industrial network

e Operational Continuity: Tamper-evident hardware provides visual confirmation of
entropy integrity, critical for safety-sensitive industrial operations

e Implementation Impact: By securing the entropy foundation across ExxonMobil's
lloT ecosystem, Real Random enables quantum-safe industrial operations while
maintaining the performance and reliability required for continuous energy
production.

Security and Compliance Framework
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Regulatory Compliance
Real Random supports compliance with major regulatory frameworks:

FIPS 140-2/3: Validated entropy sources suitable for government and financial
applications.

Common Criteria: EAL4+ certification for high-assurance environments is included in the
product roadmap.

Industry Standards Enablement: Real Random's NIST-validated entropy supports
implementation of PCI DSS, HIPAA, SOX, and other sector-specific compliance
requirements by providing the cryptographic foundation needed for secure systems.

Threat Models Addressed

Real Random's architecture specifically addresses critical security threats facing modern
cryptographic systems:

Side-Channel Attacks: Physical entropy generation process is inherently resistant to
electromagnetic, timing, and power analysis attacks that can compromise traditional
RNGs.

Supply Chain Risks: Tamper-evident design and optically verifiable components enable
detection of hardware modifications throughout the supply chain.

Physical Tampering: Visual inspection capabilities allow security teams to identify
unauthorized access or modification attempts without specialized equipment.

Entropy Exhaustion: True physical randomness eliminates concerns about entropy pool
depletion that can affect pseudo-random generators under high load.

Predictable Patterns: Brownian motion's fundamental unpredictability ensures no
algorithmic vulnerabilities or cyclic patterns that could be exploited.

Communication Compromise: Real Random's patent-protected secure communication
methods depend entirely on entropy integrity—tamper-evident entropy sources provide the
foundation for unbreakable end-to-end security architectures.

Future-Proofing Strategy
Quantum Computing Evolution

Real Random's architecture anticipates quantum computing developments:
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Algorithm Agility: Support for emerging PQC algorithms as they're standardized.

Scalability Planning: Infrastructure designed to handle exponential growth in entropy
demands.

Research Integration: Real Random serves as an ideal candidate for academic research
and has previously collaborated with computer science students from RIT and MIT to
advance entropy generation and post-quantum cryptography applications.

Technology Roadmap

Enhanced Performance: Next-generation hardware targeting improved entropy generation
capabilities (10%- 108 x increase in throughput.

Edge Computing: Embedded solutions for loT and edge computing applications.

Quantum Key Distribution: Integration with QKD systems for ultimate security.

Case Study: Glacier.chat Selection
Competitive Evaluation Success

Glacier.chat, a leading secure communications platform providing VPN services for
desktop and mobile, conducted an extensive evaluation of entropy solutions for their next-
generation encrypted messaging system. After rigorous testing and comparison, they
selected Real Random over established competitors including ECC and Quantinuum.

The Challenge: Glacier.chat required an entropy source that could support their high-
security messaging platform and VPN services while maintaining the performance and
reliability their users demand. The solution needed to provide cryptographically secure
randomness for key generation, session initialization, and other critical security functions.

Competitive Analysis: The evaluation process included detailed technical assessments
of:

e ECC: Traditional elliptic curve cryptography approaches with hardware RNG
solutions

e Quantinuum: Quantum computing company's entropy generation offerings

e Real Random: Pure entropy generation platform matching the quality of quantum
sources
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Selection Criteria:

e Entropy quality and statistical randomness
e Performance and throughput capabilities

e Integration complexity and APl design

e Long-term reliability and support

e (Cost-effectiveness and scalability

The Decision:

After comprehensive testing, Glacier.chat selected Real Random based on superior
performance across all evaluation criteria.

Key differentiators included Real Random's proven entropy quality, seamless API
integration, low cost, and ease of adoption for end users.

Implementation Results: Glacier.chat's deployment of Real Random has enabled
quantum- grade entropy for mission-critical messaging, ensuring uncompromised security
and performance at scale. This case exemplifies Real Random's readiness for production in
high- assurance environments.

Key Takeaways

Bottom Line Up Front: Real Random provides a production-ready, scalable solution for
high- quality physical entropy generation required for robust post-quantum cryptography
implementation.

Critical Advantages:

e Tamper-evident, optically verifiable hardware ensuring human-confirmable security
e Pending NIST ESV certified entropy source meeting government-grade requirements
e Global patent protection across major technology markets

e Rack-mountable design with portable edge deployment capability

e Proven selection by Glacier.chat over established competitors ECC and Quantinuum

Implementation Reality: While competitors offer theoretical solutions or limited
prototypes, Real Random delivers commercial-grade hardware ready for immediate
deployment in enterprise environments.
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Strategic Imperative: The quantum computing threat timeline makes delay increasingly
risky. Real Random's mature platform enables organizations to implement PQC today
rather than wait for alternatives to achieve production readiness.

Conclusion: The Real Random Advantage

As the quantum computing threat materializes, organizations cannot afford delays in PQC
implementation. Real Random offers a comprehensive solution that addresses all critical
requirements: superior entropy quality, exceptional performance, seamless integration,
and economic efficiency.

With proven technology protected by global patents, pending government-grade NIST
certification, production-ready hardware, and enterprise-class cloud services, Real
Random provides the fastest, most reliable path to quantum-safe security.

The choice is clear: implement Real Random's entropy solution today and ensure your
organization is protected when the quantum computing era arrives. The alternative—
remaining vulnerable to quantum attacks—is simply not acceptable in today's threat
landscape.

Next Steps
Contact Real Random today to begin your journey to quantum-safe security:

e Technical Consultation: Discuss your specific PQC requirements with our experts
e Pilot Program: Experience Real Random's capabilities in your environment

e Implementation Planning: Develop a customized deployment strategy

e Enterprise Agreement: Secure preferred pricing and support terms

The quantum future is approaching rapidly. With Real Random, you'll be ready.

Real Random: Securing the quantum future, today. Document Version: 1.0
Publication Date: June 2025 Classification: Public Distribution

For more information, technical specifications, or to schedule a consultation, visit
www.realrandom.com or contact our enterprise team directly.
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